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1. Introduction
• Documents and records today – increasingly 
– created, analysed, used, reused

in the digital form
• Requirements for the (long-term) preservation 

(LTP) of digital records
– different for various types of records
• e.g. 11 years, 70 years, permanently

• Constant change and development of ICT
– LTP actions = conversion, migration, emulation, 

virtualization
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1. Introduction …
• LTP challenges – how to preserve

• Focus on a particular challenge

– LTP of digitally signed or sealed records

• eIDAS Regulation
– Regulation (EU) No 910/2014 of the European Parliament and of the Council 

of 23 July 2014 on electronic identification and trust services for electronic 

transactions in the internal market and repealing Directive 1999/93/EC

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0910&from=EN
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• authenticity

• integrity

• reliability

• usability

• non-repudiation

• security

• confidentiality

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0910&from=EN


2. eIDAS Regulation
• eIDAS Regulation
– e-Signatures
– e-Timestamps
– e-Seals
– Qualified Trust Services
– ...

InterPARES Trust - Trust in Digital Records in an Increasingly Networked Society 5



2. eIDAS Regulation ...
• Advanced e-signature 

– an e-signature that:
(a) it is uniquely linked to the signatory
(b) it is capable of identifying the signatory
(c) it is created using means that the signatory can maintain 

under his sole control, and
(d) it is linked to the data to which it relates in such a manner 

that any subsequent change of the data is detectable
• Advanced e-signatures rely on qualified certificates
• guarantee the authenticity and the identity of the signatory
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2. eIDAS Regulation ...
• Challenges with e-signatures
– short expiration period
– possibilities of certificate revocation
– the need for resigning
– dependence on the certification authority(-ies), i.e. 

qualified trust service providers ("trusted third party")
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2. eIDAS Regulation ...
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3. ETSI EN 319 102-1

Procedures for Creation and Validation of AdES Digital 
Signatures (Part one: Creation and Validation)
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4. The study
Model for Preservation of Trustworthiness of the 
Digitally Signed, Timestamped and/or Sealed Digital Records 
(TRUSTER Preservation Model)
• the Team: Hrvoje Stančić (lead), Victoria Lemieux, Natasha 

Khramtsovsky, Enigio Time AB, Croatian Financial Agency
FINA, FHSS GRAs

• a model for blockchain-based 
Validity Information Preservation (VIP) solution
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3. Blockchain enabling concepts

1.Hash algorithm
2.Merkle tree
3.Chaining of top hashes
4.Distributed consensus

InterPARES Trust - Trust in Digital Records in an Increasingly Networked Society 11



1. Hash algorithm
SHA-256 – example of a hash value of a document

7d8c5b62dcb44023
3f7eaac1ec49e4c3
86b8089c37d69ab5
1bc674b8877cb032
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2. Merkle tree
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2. Merkle tree

InterPARES Trust - Trust in Digital Records in an Increasingly Networked Society 14

Hash of the File1.docx
Hash of the File2.docx
Hash of the File3.txt

Calculated root/top hash



3. Chaining of top hashes
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4. Distributed (peer-to-peer) consensus
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Blocks' creation direction
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4. TrustChain model
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Can you start before we develop TrustChain?
EnigioTime – time:beat solution

https://timebeat.com/
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Can you start before we develop TrustChain?
EnigioTime – blockchain aggregator
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1. Confirm integrity
2. Existence or creation at a point in time
3. Confirm sequence
4. Support/enhance non-repudiation
5. Improve validation
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7. Conclusion
• By using blockchain aggregator and TrustChain
– establish the new generation of archival 

and business-oriented e-services
– enable anyone to connect using API
– preserve authentic digital records

with the help of blockchain
principles
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