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ADMISSION	OF	FORGED	DOCUMENT	
MID-TRIAL	IN	BILLION	DOLLAR	SUIT	
•  “When	your	$1.4	billion	case	rests	on	six	
documents,	it	is	essen-al	that	they	are	all,	
well,	real.”	(aceds.org,	March	15,	2015)	

hTp://www.bloomberg.com/news/ar-cles/2015-02-02/	



In	the	shadow	of	Jenkinson…*	

•  Authen-city	of	records	is	fundamental	to	
archival	theory	and	prac-ce	

•  Reified	in	laws,	standards,	codes	of	prac-ce,	
research	recommenda-ons	

•  And	yet,	in	the	digital	environment	it	is	s-ll	
discussed	as	an	urgent	problem	–	why?	

*…apologies	to	Bruno	Latour	





Research	ques-ons	

•  how	do	records	professionals	approach	the	
concept	of	authen-city	in	the	digital	
environment?	
– What	indicators	do	they	apply	to	ensure	
authen-city?	
– What	indicators	do	they	rely	on	when	required	
to	make	an	assessment	of	authen-city?	



Focus	of	inquiry	

Work	prac-ce	
	
Experience	
	
Beliefs	
	

:	what	indicators	are	used	most,	least		
	

:	who	has	been	required	to	authen-cate	
records;	does	their	work	prac-ce	differ		

:	is	there	a	difference	in	perceived	value	
of	indicators	from	work	prac-ce;	is	
there	a	difference	based	on	experience	



Variables	

•  Inependent	
– Profession	
– Sector	
– Legal	framework	
– Experience	

•  Dependent	
–  Indicators	of	authen-city	



Indicators	of	authen-city	
S/T	 Indicator	

S	 Archival	descrip-on	

S	 Classifica-on	scheme	or	file	plan	

S	 Documenta-on	about	the	system	(design,	opera-on,	management,	etc.)	

S	 Reten-on	and	disposi-on	schedules	

S	 WriTen	policies	and	procedures	governing	digital	records	

S	 WriTen	policies	and	procedures	governing	the	records	system	

T	 Access	controls/security	measures	

T	 Audit	logs	

T	 Cryptographic	valida-on	techniques	

T	 Documenta-on	about	the	sodware	used	to	create	and	manage	digital	records	

T	 Informa-on	about	changes	to	the	digital	records	over	-me		

T	 Informa-on	about	preserva-on	ac-ons	taken	on	the	records	

T	 Standardized	metadata	
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Ques-onnaire	

Respondents	by	country/region	n=293	
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Work	prac-ce	

WORK	PRACTICE	-	ALL	RESPONDENTS	
Rank	 Indicators	 Frequency	 S/T	

1		Classifica-on	scheme	or	file	plan	 61%		S	
2		WriTen	policies	-	records	system	 60%		S	
3		WriTen	policies	-	digital	records	 55%		S	
4		Standardized	metadata	 54%		T	
5		Access	controls/security	measures	 53%		T	
6		Reten-on	and	disposi-on	schedules	 51%		S	
7		Documenta-on	about	the	system		 51%		S	
8		Archival	descrip-on	 49%		S	
9		Documenta-on	about	the	sodware		 41%		T	
10		Informa-on	about	changes	over	-me		 40%		T	
11		Preserva-on	ac-ons	taken	 40%		T	
12		Audit	logs	 30%		T	
13		Cryptographic	valida-on	techniques	 21%		T	



Belief	

BELIEF	-	ALL	RESPONDENTS	
Rank	 Indicators	 Frequency	 S/T	

1		Informa-on	about	changes	over	-me		 94%		T	
2		Access	controls/security	measures	 88%		T	
3		Preserva-on	ac-ons	taken	 87%		T	
4		Documenta-on	about	the	system		 85%		S	
5		WriTen	policies	-	digital	records	 84%		S	
6		Documenta-on	about	the	sodware		 80%		T	
7		WriTen	policies	-	records	system	 78%		S	
8		Audit	logs	 76%		T	
9		Standardized	metadata	 68%		T	
10		Cryptographic	valida-on	techniques	 66%		T	
11		Classifica-on	scheme	or	file	plan	 64%		S	
12		Reten-on	and	disposi-on	schedules	 64%		S	
13		Archival	descrip-on	 51%		S	



Ranking	of	indicators	

•  Social	indicators	rank	4.5	out	of	13	in	work	
prac-ce	

•  Technical	indicators	rank	5.6	out	of	13	in	
belief	
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		 WORK	PRACTICE	 										BELIEF	

TECHNICAL	 9.1	 5.6	

SOCIAL	 4.5	 8.7	



Defini-ons	
•  46%	of	respondents	who	offered	a	defini-on	
(n=175)	define	authen-city	in	terms	of	integrity	
and	security	

•  8%	reported	no	defini-on	of	authen-city:	“Don’t	
know”;	“I	believe	that	we	are	s-ll	deba-ng	the	
finer	defini-on	of	this.”	

•  Respondents	overall	adopt	a	pragma-c	approach	
to	authen-city,	balancing	controls	with	efficiency	

“I	want	the	records	as	authen=c	as	they	need	to	
be…	just	authen=c	enough…”	(the	Goldilocks	
approach)	
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Differences		
•  Do	significance	tests	(Pearson	chi2)	indicate	
differences	in	work	prac-ce	and	belief	based	
on	variables? 					
	 	 	 			 	 	 	 	 	 		#	of	Indicators:	
	 	 	 	 	 	 	 	 	 	Work	 	Belief	
	✓ Professional	iden-ty	 	 	4 	 	2	
	✓ Sector	 3 	 	0	
	✓ Experience	 	 	 	 	 	 	1 	 	5	
	✗ Country		 	 	 	 	 	 	 	0 	 	0	
	✗ Legal	system	 	 	 	 	 	 	0 	 	0	



Interviews	

Balance	of:	
•  professions	
•  sectors	
•  experience	
•  legal	systems	
•  countries	
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New	Zealand,	1	
UK,	2	

Canada,	4	

US,	4	

Netherlands,	1	

Italy,	1	

Spain,	2	

Portugal,	1	
Brazil,	1	



Conclusions	

•  What	mechanisms	do	records	professionals	
use	and	rely	on	in	order	to	determine	and	
manage	authen-city?		
	
1.  records	professionals	are	strategic,	realis-c,	

pragma-c	given	resources,	expecta-ons,	and	
requirements	

2.  social	mechanisms	ensure	authen-city,	while	
technical	mechanisms	prove	authen-city	at	a	
moment	in	-me	
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Conclusions	
•  Is	the	tradi-onal	model	of	authen-city	of	
records	used	in	the	digital	environment	and	if	
so,	to	what	degree?	And,	Is	the	tradi-onal	
model	of	authen-city	sufficient?	
	
1.  It	s-ll	forms	the	founda-on,	but	requires	

development	
2.  In	prac-ce,	the	concept	of	authen-city	is	-ed	to	

purpose	(focus	of	creator)	or	use	(focus	of	user);	
getng	the	job	done	

3.  Theore-cal	models	may	be	accepted	in	principle,	
but	ignored	in	prac-ce	



Conclusions	

•  Complexity	and	ambiguity	are	driving	
pragma-c	responses	to	a	problem	
situa-on	

•  Work	prac-ce	and	belief	(perceived	value)	
in	indicators	of	authen-city	are	
qualita-vely	different	

•  Security	has	become	the	“new	
authen-city”,	mediated	by	technology	



Thank	you	

	
Corinne	Rogers	

corinne.rogers@ubc.ca	
	

“Some	problems	are	so	complex	that	you	have	
to	be	highly	intelligent	and	well	informed	just	to	

be	undecided	about	them.”	
--Laurence	J.	Peter		
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