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trust,	  authen'city	  	  

•  authen'c:	  “of	  undisputed	  origin,	  genuine;	  
reliable,	  trustworthy”	  Canadian	  Oxford	  Dic.onary	  s.v.	  ”authen.c”	  

•  authen'city:	  “the	  quality	  of	  being	  authen'c,	  or	  
en'tled	  to	  acceptance”	  Oxford	  English	  Dic.onary,	  2nd	  ed.,	  s.v.	  
“authen.city”	  	  

•  reliable:	  “of	  sound	  and	  consistent	  character	  or	  
quality”	  Canadian	  Oxford	  Dic.onary	  s.v.	  “reliable”	  

•  authen'c	  record:	  a	  record	  that	  is	  what	  it	  purports	  
to	  be	  and	  is	  free	  from	  tampering	  or	  corrup'on	  
InterPARES	  1,	  Authen.city	  Task	  Force	  	  



trust,	  authen'city,	  security	  

•  authen'city	  frequently	  cited	  as	  an	  outcome	  or	  
a	  goal	  of	  informa'on	  assurance	  &	  security	  
– protec'ng	  systems	  from	  unauthorized	  access	  
– guaranteeing	  and	  protec'ng	  the	  contents	  of	  those	  
systems	  –	  the	  records,	  documents,	  data,	  
metadata	  –	  from	  theR,	  altera'on,	  or	  dele'on,	  and	  
assuring	  their	  iden'ty	  and	  integrity	  

•  not	  about	  technology	  alone	  



terminology	  –	  	  
archival	  science	  vs	  IAS	  

•  lack	  of	  consistency	  of	  defini'ons	  of	  the	  
objects	  and	  goals	  of	  IAS;	  between	  IAS	  and	  
archival	  diploma'cs	  

•  example:	  record,	  integrity	  



assessing	  authen'city	  

•  tradi'onally	  understood	  as	  deriving	  from	  
circumstances	  of	  crea'on	  or	  place	  of	  
preserva'on	  

•  chain	  of	  custody	  
•  presence	  of	  signatures	  
•  tes'mony	  



problems	  of	  assessing	  
authen'city	  of	  digital	  records	  

•  authen'ca'on	  necessary	  in	  court	  –	  based	  on	  
observa'on	  and	  tes'mony	  

•  tradi'onal	  heuris'cs	  not	  adequate	  in	  digital	  
environment	  

•  further	  complicated	  in	  a	  cloud	  environment	  



archival	  diploma'c	  theory	  

•  links	  assessment	  of	  authen'city	  to	  the	  
circumstances	  of	  record	  crea'on	  and	  
framework	  of	  subsequent	  preserva'on	  

•  establish	  iden'ty	  and	  demonstrate	  integrity	  
•  Chain	  of	  Preserva'on	  (CoP)	  model	  of	  
authen'c	  digital	  records	  in	  records	  systems	  

	  



archival	  diploma'c	  theory	  

•  authen'city	  of	  digital	  records	  is	  presumed	  
with	  establishment	  of	  iden'ty	  &	  
demonstra'on	  of	  integrity	  

•  realized	  through	  metadata	  &	  documenta'on	  
that	  accrues	  throughout	  the	  lifecycle	  of	  
records	  &	  data	  

•  metadata	  reveals	  context	  and	  makes	  explicit	  
how	  a	  system	  implements	  policies	  



metadata	  risks	  in	  cloud	  compu'ng	  

•  insufficient	  metadata	  for	  chosen	  purpose	  
•  fixity	  of	  metadata	  unclear	  
•  unclear	  ability	  to	  retain	  metadata	  when	  
downloading	  from	  the	  cloud	  

•  loss	  of	  chain	  of	  custody	  because	  of	  CSP	  ac'ons	  
•  metadata	  applied	  by	  CSP	  may	  be	  relevant	  for	  
assessment	  of	  controls	  on	  
records	  but	  unavailable	  to	  us	  



background:	  who’s	  concerned	  about	  
metadata?	  

•  governments	  &	  commercial	  en''es	  
–  service	  delivery;	  security	  monitoring;	  	  
analy'cs;	  profit	  

•  cri'cs	  of	  both	  
–  privacy,	  civil	  rights	  

•  lawyers	  
–  ethical	  issues;	  discovery;	  admissibility	  

•  archivists	  
–  preserva'on,	  authen'city,	  management	  

•  IAS	  specialists	  
–  audit;	  security;	  incident	  response	  

EVIDENCE	  workshop,	  Girona,	  October	  9,	  
2014	  	   10	  



informa'on	  assurance	  &	  security	  –	  a	  
mul'-‐disciplinary	  knowledge	  domain	  

•  Informa'on	  security:	  the	  protec'on	  of	  
informa'on	  and	  informa'on	  systems	  from	  
unauthorized	  access,	  use,	  disclosure,	  disrup'on,	  
modifica'on,	  or	  destruc'on	  in	  order	  to	  provide	  
confiden'ality,	  integrity,	  and	  availability	  

•  informa'on	  assurance:	  measures	  that	  protect	  
and	  defend	  informa'on	  and	  informa'on	  systems	  
by	  ensuring	  their	  availability,	  integrity,	  
authen'ca'on,	  confiden'ality,	  and	  non-‐
repudia'on	  (NIST)	  



compa'bility	  of	  archival	  lifecycle	  
models	  &	  IAS	  models	  

•  metadata	  applica'on	  profile	  for	  authen'city	  –	  
archival	  diploma'c	  theory	  from	  CoP	  

•  security	  goals	  of	  RMIAS	  –	  confiden'ality,	  ,	  
integrity,	  availability,	  privacy,	  authen'city	  &	  
trustworthiness,	  non-‐repudia'on,	  
accountability	  and	  auditability	  (Cherdantseva	  &	  Hilton)	  

•  four	  quadrants:	  security	  development	  life	  
cycle;	  informa'on	  taxonomy;	  security	  
countermeasures;	  security	  goals	  



metadata	  for	  authen'city	  
metadata	  elements	  required	  for	  assessment	  of	  
authen'city:	  
iden'ty	  

–  P-‐persons	  
–  D-‐date	  
–  S-‐subject	  (ac'on	  or	  macer)	  
–  B-‐bond	  
–  A-‐acachments	  

integrity	  
–  T-‐technological	  context	  
–  F-‐form	  
–  SS-‐seals	  &	  signs	  
–  AU-‐authen'ca'on	  (inc	  digital	  sig,	  acesta'on	  etc	  
–  R-‐rights	  and	  access;	  H-‐handling	  (office)	  

context	  
–  DO-‐external	  documenta'on	  and	  system	  metadata	  (policy,	  context,	  appraisal,	  

transfer,	  audits	  of	  system	  ac'vity,	  requests	  on	  the	  records)	  (InterPARES	  –	  
IPAM)	  



areas	  of	  descrip'on	  &	  metadata	  
elements	  

metadata	  elements	  
required	  for	  assessment	  
of	  authen'city:	  
iden'ty	  

–  P-‐persons	  
–  D-‐date	  
–  S-‐subject	  (ac'on	  or	  macer)	  
–  B-‐bond	  
–  A-‐acachments	  

integrity	  
–  T-‐technological	  context	  
–  F-‐form	  
–  SS-‐seals	  &	  signs	  
–  AU-‐authen'ca'on	  (inc	  digital	  sig,	  

acesta'on	  etc	  
–  R-‐rights	  and	  access;	  H-‐handling	  

(office)	  
context	  

–  DO-‐external	  documenta'on	  and	  
system	  metadata	  (policy,	  context,	  
appraisal,	  transfer,	  audits	  of	  
system	  ac'vity,	  requests	  on	  the	  
records)	  (InterPARES	  –	  IPAM)	   14	  

security	  goals:	  
accountability	  
availability	  
authen'city/trustworthiness	  
auditability	  
confiden'ality	  
integrity	  
non-‐repudia'on	  
privacy	  
Cherdantseva	  &	  Hilton	  



theory	  &	  prac'ce	  

•  survey	  of	  prac''oners	  
•  how	  their	  work	  supports	  authen'city	  
•  what	  indicators	  of	  authen'city	  they	  rely	  on	  
•  what	  indicators	  of	  authen'city	  they	  believe	  in	  



respondents	  
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frequency	  of	  use	  –	  social	  vs	  technical	  	  
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organiza'onal	  support	  

•  54%	  of	  respondents	  reported	  that	  their	  
organiza'on’s	  records	  and	  informa'on	  
policies	  did	  not	  define	  or	  require	  authen'city	  
of	  digital	  material	  

•  17%	  did	  not	  know	  if	  their	  organiza'on’s	  
records	  and	  informa'on	  policies	  defined	  
authen'city	  of	  digital	  material	  



prac''oners’	  defini'ons	  of	  
authen'city	  of	  digital	  records	  

•  tradi'onal	  social	  heuris'cs	  preferred	  in	  
prac'ce	  

•  usual	  and	  ordinary	  course	  of	  business	  
•  measures	  of	  integrity	  conflated	  with	  
authen'city	  

•  bitwise	  integrity	  
•  pragma'c	  approach	  



what	  essen'al	  
indicators	  of	  authen'city?	  

•  evidence	  of	  chain	  of	  custody	  
•  controls	  governing	  crea'on	  &	  management	  
•  access	  policies	  &	  system	  security	  
•  =>	  controlling	  the	  environment	  



in	  depth	  interviews	  

Case	  1:	  university	  archive	  as	  a	  records	  creator	  
Case	  2:	  large	  na'onal	  memory	  ins'tu'on	  with	  a	  
robust	  digital	  preserva'on	  complex	  
Case	  3:	  open	  source	  soRware	  product	  used	  by	  the	  
non-‐for-‐profit	  digital	  preserva'on	  sector	  



conclusion 

 
 



thank	  you!	  
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