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A	few	ques'ons...	

•  What	is	trust?	
•  What	are	our	archival	func'ons	&	ethical	
obliga'ons	wrt	trustworthy	digital	material?	

•  Perspec'ves	of	preserva'on	–	what	are	we	
preserving?	

•  (Are	we	asking	all	the	right	ques'ons?)	
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What	is	trust?	

•  Archival	understanding	of	trustworthiness	
derives	from	Roman	law	

	Trustworthiness	=	authen'city	+	reliability	

•  Professional	codes	of	ethics	require	archivists	
and	records	managers	to	protect	authen'city,	
integrity,	reliability	of	records	
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What	is	trust?	
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What	is	trust?	

Trustworthiness	=	confidence	+	control	
	

•  Reputa'on	
•  History	of	performance	
•  Management	of	past	mistakes	
•  Influence	of	friends,	celebri'es,	experts	
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What	is	trust?	

Trustworthiness	=	confidence	+	control	

•  Policies	&	procedures,	standards	
•  Sanc'ons	
•  Physical	security	
•  Technological	security	

These	are	also	subject	to	confidence	measures!	
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What	is	trust?	

Trustworthiness	=	confidence	+	control	
	

Constrained	by	“affordable	complexity”	
	

Tested	in	the	courts	through	assessment	of	
admissibility	and	determina'on	of	weight	
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What	guidance	do	we	have	for	trus'ng	
cloud	services	for	records?	

	
“You	have	to	know	the	past	to	understand	the	

present”	Carl	Sagan	(1980)		

•  OIPC	
•  NIST	
•  InterPARES	Trust	
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OIPC	–	Cloud	Compu'ng	Guidelines	
for	Public	Bodies	

•  Public	bodies	required	to	protect	personal	
informa'on	in	their	custody	or	control	

•  Reasonable	security	in	context	of	cloud	
compu'ng	usually	requires	review	of	key	areas:	
– Governance	–	policies,	procedures,	standards	
–  Iden'ty	and	access	management	
–  Infrastructure	security	
–  Encryp'on	–	personal	info	should	be	encrypted	during	
transmission	as	well	as	in	storage	

–  Contractual	provisions		
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NIST	–	Cloud	Compu'ng	Synopsis	and	
Recommenda'ons	

•  Dis'nguishes	on-site	(private	or	community	
cloud)	vs	outsourced	(private,	community,	or	
public	cloud)	cloud	compu'ng	

•  Terms	of	Service/Terms	of	Use	govern:	
– Promises	of	provider	
– Limita'ons	afforded	the	provider	
– Obliga'ons	of	the	client	
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NIST	–	Open	Issues	

•  Compu'ng	performance	
•  Cloud	reliability	
•  Economic	goals	
•  Compliance	
•  Informa'on	security	
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NIST	-	Recommenda'ons	

•  Management	
•  Data	governance	
•  Security	&	reliability	
•  Virtual	machines	
•  Sopware	&	applica'ons	
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PaaST*	

•  Preserva'on	as	a	Service	for	Trust		
(see	Adam	Jansen’s	presenta'on,	ACA	2015,	session	2a)	

*InterPARES	Trust	NA14	
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Cloud	Service	Provider	Contracts*	
•  Sec'ons	
– Agreement		
– Data	ownership	and	use	
– Availability,	retrieval	and	use	
– Data	storage	and	preserva'on	
– Data	reten'on	and	disposi'on	
–  Security,	confiden'ality	and	privacy	
– Accredita'on	and	audi'ng	
– Data	loca'on	and	cross-border	data	flows	
–  End	of	service,	contract	termina'on		
	

*InterPARES	Trust	NA14	
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Reten'on	&	Disposi'on*	

•  How	does	the	use	of	cloud	services	affect	our	
ability	to	retain	and	dispose	of	records	in	
accordance	with	the	law	and	other	applicable	
guidelines?		

•  What	can	be	done	to	mi'gate	any	risks	arising	
from	the	gaps	between	our	ability	to	apply	
reten'on	and	disposi'on	ac'ons	to	manage	
records	residing	within	the	enterprise	and	
those	residing	in	the	cloud?		
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•  “TwiKer	is	just	a	mul'player	notepad”	Ben	
Maddox	(Global	Technology	Officer,	NYU)	
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Social	Media	&	Trust	in	Government*	

•  Can	social	media	be	used	by	local	government	
to	increase	ci'zen	trust?		

•  Analyze	the	ci'zen	experience	with	
government	social	media	tools	and	use		

•  Openness,	transparency,	accountability,	and	
authen'city	

*InterPARES	Trust	NA05	
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How	trustworthy	is	the	cloud?	

•  Transac'ons	enacted	through	or	recorded	by	
“tradi'onal”	records		

•  “Performances”	enacted	through	par'cipatory	
social	media	

•  Tested	in	the	courts	through	assessment	of	
admissibility	and	determina'on	of	weight	

•  S'll	too	few	cri'cal	incidents	tested	in	arenas	
of	authority	or	change	
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The	right	ques'ons...	

•  Digital	communica'on	as	oral	as	much	as	textual	
•  How	does	the	orality	of	digital	communica'on	
impact	our	prac'ce?	

•  Can	theories	of	oral	history	mo'vate	our	
research?	

•  Emerging	case	law	into	admissibility	of	Aboriginal	
oral	history	in	Canadian	courts	offers	new	
perspec'ves	on	authen'city	and	reliability		
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References	–	InterPARES	Trust	

•  NA05	Social	Media	and	Trust	in	Government	
•  NA06	Reten'on	and	Disposi'on	in	the	Cloud	
•  NA09	Establishing	Reten'on	and	Disposi'on	
in	Digital	Environments	

•  NA12	Preserva'on	as	a	Service	for	Trust	
•  NA14	Contract	Terms	for	Cloud	Compu'ng	
	
At	hKps://interparestrust.org	
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Thank	you!	

cmrogers@mail.ubc.ca		
hKps://interparestrust.org		
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